Why Johnny Can´t Encrypt:

A Usability Evaluationof PGP 5.0

Alma Whitten

School of Computer Science

Carnegie Mellon University

Pittsburgh, PA 15213 alma@cs.cmu.edu

J. D. Tygar 1

EECS and SIMS

University of California

Berkeley, CA 94720 tygar@cs.berkel ey.edu

1 Also at Computer Science Department, Carnegie Mellon University(on leave).

Abstract

User errors cause or contribute to most co mp uter security failures, yet user interfaces for security still tend to be clumsy, confusing, or near-no nexistent. Is this simply due to a failure to applystandard user interface design techniq ues to security? We argue that, on the contrar y, effective securityrequires a different usability standard, and that it will not be achieved through the user inter face design techniques appropriate to other types of consumer soft ware.

T o test this hypothesis, we perfor med a case stud y of a security programwhich does have a good user interface b ygeneral standards: PGP 5.0. Our case stud yused a cognitive walkthrough analysis to gether with a laboratoryuser test to evaluate whether PGP 5.0 can be successfullyused b ycrypto graphynovices to achieve effective electronic mail security. T he analysis found a number of user inter face design flaws that may contribute to securityfailures, and the user test demo nstrated that when our test participants were given

90 minutes in which to sign and encr yp t a message using PGP 5.0, the majorityof them were unable to do so successfully.

We conclude that PGP 5.0 is not usable enough to provide effective securityfor most co mp uter users, despite its attractive graphical user interface, supporting our hypothesis that user interface design for effective security remains an open problem. We close with a brief description of our continuing work on the develop ment and application of user inter face design principles and techniq ues for security.

1 Introduction

Security mechanisms are only effective when used correctly. Strong cr yptography, provablycorrect protocols, and bug-free code will not provide securityif the people who use the software forget to click on the encr ypt butto n when theyneed privacy, give up on a communication protocol because they are too confused about which cr yptographic keys theyneed to use, or accidentallyco nfigure their access control mechanisms to make their private data world -readable . Problems such as these are alread yquite serio us: at least one researcher [2] has claimed that configuration errors are the probable cause of more than 90% of all co mputer security failures. Since average citizens are no w increasinglyencouraged to make use of networked comp uters for private transactions, the need to make security manageable for even untrained users has become critical [4, 9].

T his is inescapablya user inter face design problem. Legal remedies, increased auto matio n, and user training provide onlylimited solutio ns. Individual users maynot have the resources to pursue an attacker legally, and may not even realize that an attack took place. Auto mation may wor k for securing a communications channel, but not for setting access control policywhen a user wants to share so me files and not others. E mplo yees can be required to attend training sessio ns, but ho me comp uter users cannot.

Why, then, is there such a lack of good user interface design for security? Are existing general user interface design principles adequate for security? T o answer these questions, we must first understand what kind of usabilitysecurity requires in order to be effective. In this paper, we o ffer a specific definitio n of usability for security, and identify several significant properties of securityas a problemdo main for user interface design. T he design priorities required to achieve usable security, and the challenges posed bythe properties we discuss, are significantly different fro m those of general consumer so ftware. We therefore suspect that making securityusable will require the develop ment o f do main-specific user interface design principles and techniq ues.

T o investigate further, we looked to existing software to find a programthat was representative of the best current user inter face design for security, an exemplar of general user interface design as applied to security so ftware. Byperfor ming a detailed case stud y of the usability of such a program, focusing o n the impact of usability issues on the effectiveness of the security the programprovides, we were able to get valuable results on several fronts. First, our case stud y serves as a test of our hypothesis that user interface design standards appropriate for general consumer software are not sufficient for security. Second, good usability evaluation for security is itself so mething of an open problem, and our case stud ydiscusses and demo nstrates the evaluation techniques that we found to be most appropriate. T hird, our case stud yprovides real data on which to base our priorities and insights for research into better user inter face design solutions, both for the specific programin question and for the do main of security in general.

We chose PGP 5.0 2 [5, 14] as the best candidate subject for our case stud y. Its user inter face appears to be reasonablywell designed by general consumer software standards, and its marketing literature [13] indicates that effort was p ut into the design, stating that the ^significantlyimproved graphical user interface makes co mplex mathematical cr yp tographyaccessible for novice co mp uter users.~ Further more, since public keymanagement is an important co mponent of many security systems being proposed and developed today, the problemo f ho w to make the functionalityin PGP usable eno ugh to be effective is widelyrelevant.

We began b yderiving a specific usability standard for PGP fromour general usabilitystandard for security. In evaluating PGP 5.0´s usabilityagainst that standard, we chose to emplo ytwo separate evaluatio n methods: a direct analysis technique called cognitive walkthrough [17], and a laboratoryuser test [15]. T he

2 At the time of this writing, P GP 6.0 has recentlybeen released. Some points raised in our case studymaynot apply to this newer version; however, this does not significantly diminish the value of P GP 5.0 as a subject for usability analysis. Also, our evaluation was performed using the Apple

Macintosh version, but the user interface issues we address are not specific to a particular operating systemand are equallyapplicable to UNIX or Windows securitysoftware.

two methods have co mp lementar ystrengths and weaknesses. User testing produces more objective results, but is necessarilylimited in scope; direct analysis can consider a wider range o f possibilities and factors, but is inherently subjective. T he sumo f the two methods produces a more exhaustive evaluation than either could alone.

We present a point bypoint discussio n of the results of our direct analysis, follo wed b ya brief description of our user test´s purpose, design, and participants, and then a co mpact discussion of the user test results. A more detailed presentatio n of this material, including user test transcript summaries, may be found in [18].

Based on the results of our evaluation, we conclude that PGP 5.0´s user inter face does not co me even reasonablyclose to achieving our usabilitystandard ˘ it does not make p ublic key encryption of electronic mail manageable for average co mputer user s. T his, along with much of the detail fro mour evaluatio n results, supports our hypothesis that security-specific user interface design principles and techniques are needed.

In our continuing wor k, we are using our usability standard for security, the observations made in our direct analysis, and the detailed findings fro mour user test as a basis fro mwhich to develop and apply appropriate design principles and techniques.

2 Understanding the problem

2.1 Defining usability for security

Usabilitynecessarilyhas different meanings in different contexts. For so me, efficiency may be a priority, for others, learnability, for still others, flexibility. In a security context, our priorities must be whatever is needed in order for the security to be used effectively.

We capture that set of priorities in the definition belo w.

Definition: Security software is usable if the people who are expected to use it:

1. are reliably made aware of the security tasks they need to perform;

2. are able to figure out how to successfully performthose tasks;

3. don´t ma ke dangerous errors; and

4. are sufficiently co mfortable with the interface to continue using it.

2.2 Problematic properties of security

Security has so me inherent properties that make it a difficult problemdo main for user inter face design.

Design strategies for creating usable securitywill need to take these properties explicitlyinto account, and generalized user interface design does not do so. We describe five such properties here; it is possible that there are others that we have not yet identified.

1. The unmotivated user property

Security is usually a secondary goal. People do not generally sit do wn at their comp uters wanting to manage their security; rather, they want to send email, bro wse web pages, or download software, and theywant security in place to protect them while theydo those things. It is easy for people to put off learning about security, or to optimistically assume that their securityis working, while they focus on their primar y goals. Designers o f user interfaces for securitysho uld not assume that users will be motivated to read manuals or to go looking for security controls that are designed to be unobtrusive. Further more, if security is too difficult or anno ying, user s may give up on it altogether.

2. The abstraction property

Co mputer security management often involves security policies, which are systems o f abstract rules for deciding whether to grant accesses to resources. T he creation and management of such rules is an activity that programmer s take for granted, but which may be alien and unintuitive to many members o f the wider user population. User interface design for securitywill need to take this into account.

3. The lack of feedback property

T he need to prevent dangerous errors makes it imperative to provide good feedback to the user, but providing good feedback for security management is a difficult problem. T he state of a security configuratio n is usuallyco mplex, and attempts to summarize it are not adequate.

Further more, the correct security configuratio n is the one which does what the user ^really wants~, and since o nlythe user kno ws what that is, it is hard for security software to performmuch useful error checking.

4. The barn door property

T he proverb about the futility of locking the barn door after the horse is go ne is descriptive o f an important propertyof co mp uter security: once a secret has been left accidentally unprotected, even for a short time, there is no way to be sure that it has not alreadybeen read byan attacker. Because of this, user interface design for securityneeds to place a ver yhigh priorityo n making sure users understand their security well enough to keep fro m making potentiallyhigh-cost mistakes.

5. The weakest link property

It is well kno wn that the securityo f a networked comp uter is only as strong as its weakest component. If a cracker can exploit a single error, the game is up. T his means that users need to be guided to attend to all aspects of their security, not left to proceed through random exploration as they might with a word processor or a spreadsheet.

2.3 A usability standard for PGP

People who use email to co mmunicate o ver the Inter net need security so ftware that allo ws themto do so with privacyand authentication. T he documentation and marketing literature for PGP presents it as a tool intended for that use b ythis lar ge, diverse group of people, the majorityof who m are not co mp uter professionals. Referring back to our general definition of usabilityfor security, we derived the follo wing question o n which to focus our evaluation:

If an average user of email feels the need for privacy and authentication, and acquires

PGP with that purpose in mind, will PGP´s current design allow that person to realize what needs to be done, figure out how to do it, and avoid dangerous errors, without becoming so frustrated that he or she decides to give up on using PGP after all?

Stating the question in more detail, we want to kno w whether that person will, at minimum:

x understand that privacyis achieved b y

encr yption, and figure out how to encr ypt

email and ho wto decrypt email received fro m

other people;

x understand that authentication is achieved

through digital signatures, and figure out ho w to sign email and ho w to verify signatures on

email fro mother people;

x understand that in order to sign email and

allo wother people to send them encr ypted

email a key pair must be generated, and figure

out ho w to do so;

x understand that in order to allowother people

to verifytheir signature and to send them

encr ypted email, theymust publish their public

key, and figure out so me way to do so;

x understand that in order to verifysignatures on

email fro mother people and send encr ypted

email to other people, theymust acquire those

people´s public keys, and figure out so me way

to do so;

x manage to avoid such dangerous errors as

accidentallyfailing to encr ypt, tr usting the

wrong public keys, failing to back up their

private keys, and forgetting their pass p hrases;

and

x be able to succeed at all of the above within a

few ho urs of reaso nablymo tivated effort.

T his is a minimal list of items that are essential to

correct use of PGP. It does not include such important

tasks as having other people sign the public key,

signing other people´s public keys, revo king the public

keyand publicizing the revocation, or evaluating the

authenticityo f a public key based on acco mpanying

signatures and making use of PGP´s built-in

mechanisms for such evaluatio n.

3 Evaluation methods

We chose to evaluate PGP´s usability through two

methods: an infor mal cognitive walkthrough [17] in

which we reviewed PGP´s user inter face directlyand

noted aspects of its design that failed to meet the

usability standard described in Section 2.3; and a user

test [15] performed in a laboratorywith test participants

selected to be reasonablyrepresentative of the general

population of email users. T he strengths and

weaknesses inherent in each of the two methods made

themuseful in quite different wa ys, and it was more

realistic for us to view them as co mplementar y

evaluation strategies [7] than to attempt to use the

laboratorytest to directlyverify the points raised b ythe

cognitive walkthrough.

Cognitive walkthrough is a usability evaluation

technique modeled after the software engineering

practice of code walkthroughs. T o performa cognitive

walkthrough, the evaluators step through the use of the

software as if theywere novice users, attempting to

mentallysimulate what they think the no vices´ understanding of the so ftware wo uld be at each point,

and looking for probable errors and areas of confusion.

As an evaluation tool, cognitive walkthrough tends to

focus on the lear nability of the user inter face (as

opposed to, say, the efficiency), and as such it is an

appropriate tool for evaluating the usabilityo f security.

Altho ugh our analysis is most accuratelydescribed

as a cognitive walkthough, it also incorporated aspects

of another technique, heuristic evaluatio n [11]. In this

technique, the user interface is evaluated against a

specific list of high-priorityusability principles; our list

of principles is co mprised byo ur definition o f usability

for security as given in Section 2.1 and its restatement

specifically for PGP in Section 2.3. Heuristic

evaluation is ideallyperfor med b ypeople who are

^double experts,~ highly familiar with both the

application domain and with usability techniques and

requirements (including an understanding of the skills,

mindset and background of the people who are

expected to use the software). Our evaluation draws on

our experience as security researchers and on additional

background in training and tutoring novice co mp uter

users, as well as in theater, anthropologyand

psycholo gy.

So me of the same properties that make the design

of usable security a difficult and specialized problem

also make testing the usability of security a challenging

task. T o conduct a user test, we must ask the

participants to use the so ftware to perfor mso me task

that will include the use of the security. If, ho wever,

we pro mpt them to perfor ma securitytask directly,

when in real life they might have had no awareness of

that task, then we have failed to test whether the

software is designed well enough to give themthat

awareness when they need it. Further more, to test

whether they are able to figure out ho w to use the

security when theywant it, we must make sure that the

test scenario gives themso me secret that theyco nsider

worth protecting, co mparable to the value we expect

themto place on their o wn secrets in the real world.

Designing tests that take these requirements adequately

into account is so mething that must be done carefully,

and with the exceptio n of so me wor k on testing the

effectiveness of war ning labels [19], we have found

little existing material o n user testing that addresses

similar concerns.

4 Cognitive walkthrough

Since this paper is intended for a security audience,

and is subject to space limitations, we present the

results of our cognitive walkthrough in summar yfor m,

focusing on the points which are most relevant to

security risks.

4.1 Visual metaphors

T he metap hor of keys is built into cr yptologic

ter minology, and PGP´s user interface relies heavily on

graphical depictions o f keys and locks. T he PGPT ools

display, sho wn in Figure 1, offer s fo ur buttons to the

user, representing four operations: Encr ypt, Sign,

Encr ypt & Sign, and Decr ypt/Verify, plus a fifth butto n

for invoking the PGPKeys application. T he graphical

labels on these buttons indicate the encr yption

operation with an ico n of a sealed envelope that has a

metal loop on top to make it look like a closed padlock,

and, for the decr yption operation, an icon o f an open

envelope with a key inserted at the botto m. Even for a

novice user, these appear to be straightfor ward visual

metaphors that help make the use of keys to encr ypt and

decrypt into an intuitive co ncept.

Still more helpful, ho wever, wo uld be an extensio n

of the metaphor to distinguish between p ublic keys for

encr yption and private keys for decryptio n; nor mal

locks use the same key to lock and unlock, and the key

metaphor will lead people to expect the same for

encr yption and decryptio n if it is not visually clarified

in so me way. Faulty intuition in this case maylead

themto assume that theycan always decr ypt anything

theyhave encr ypted, an assumption which may have

upsetting consequences. Different ico ns for public and

private keys, perhaps drawn to indicate that theyfit

together like puzzle pieces, might be an improvement.

Signatures are another metaphor built into

cryptologic ter minology, but the icon of the blue quill

pen that is used to indicate signing is problematic.

People who are not familiar with cr yptography

probablykno w that quills are used for signing, and will

recognize that the picture indicates the signature

operation, but what they also need to understand is that

theyare using their private keys to generate signatures.

T he quill pen icon, which has nothing key-like about it,

will not help them understand this and may even lead

themto think that, along with the key objects that they

use to encr ypt, theyalso have quill pen objects that they

use to sign. Quill pen icons encountered elsewhere in

the programmaybe taken to be those objects, rather

than the signatures that they are actuallyintended to

represent. A better icon design might keep the quill pen to represent signing, but modify it to sho wa private key

as the nib of the pen, and use so me entirelydifferent

icon for signatures, perhaps something that looks more

like a bit of inked hand writing and incorporates a

keyhole shape.

Signature verification is not represented visually,

which is a shame since it would be easyfor people to

overlook it altogether. T he single b utton for

Decr ypt/Verify, labeled with an icon that only evo kes

decryption, could easilylead people to think that

^verify~ just means ^verify that the decr yption occurred

correctly.~ Perhaps an icon that sho wed a private key

unlocking the envelope and a public key unlocking the

signature inside could suggest a much more accurate

model to the user, while still remaining simple eno ugh

to serve as a button label.

4.2 Different key types

Originally, PGP used the popular RSA algorithmfor

encr yption and signing. PGP 5.0 uses the Diffie-

Hellman/DSS algorithms. T he RSA and Diffie-

Hellman/DSS algorithms use correspondingly different

types of keys. T he makers o f PGP wo uld prefer to see

all the users of their so ftware switch to use of Diffie-

Hellman/DSS, but have designed PGP 5.0 to be

backward co mpatible and handle existing RSA keys

when necessar y. T he lack of for ward co mpatibility,

ho wever, can be a problem: if a file is encr ypted for

several recipients, so me o f who m have RSA keys and

so me of who mhave Diffie-Hellman/DSS keys, the

recipients who have RSA keys will not be able to

decrypt it unless theyhave upgraded to PGP 5.0;

similarly, those recipients will not be able to verify

signatures created with Diffie-Hellman/DSS without a

software up grade.

PGP 5.0 alerts its users to this co mpatibility issue

in two ways. First, it uses different ico ns to depict the

different key types: a blue key with an old fashioned

shape for RSA keys, and a brass keywith a more

moder n shape for Diffie-Hellman/DSS keys, as sho wn

in Figure 2. Second, when users attempt to encr ypt

documents using mixed key types, a war ning message

Figure 1

4.5 Irreversible actions

So me user errors are reversible, even if they require so me time and effort to reconstr uct the desired state.

T he ones we list belo w, ho wever, are not, and potentiallyhave unpleasant conseq uences for the user, who might lose valuable data.

Accidentally deleting the private key

A public key, if deleted, can usuallybe gotten again fro ma keyserver or from its o wner. A private key, if deleted and not backed up so mewhere, is go ne for good, and anything encr ypted with its corresponding public key will never be able to be decrypted, nor will the user ever be able to make a revocation certificate for that public key. PGP responds to anyattempt to delete a keywith the questio n ^Do you really want to delete these items?~ T his is fine for a public key, but attempts to delete a private keysho uld be met with a warning about the possible consequences.

Accidentally publicizing a key

Infor mation can onlybe added to a keyserver, not removed. A user who is experimenting with PGP mayend up generating a number of key pairs that are permanently added to the keyserver, without realizing that these are per manent entries. It is tr ue that the effect of this can be partiallyaddressed b y revoking the keys later (or waiting for them to expire), but this is not a satisfactor ysolution. Fir st, even if a key is revoked or expired, it remains o n the key ser ver. Second, the notio ns of revocatio n and expiration are relatively sophisticated concepts; concepts that are likely to be unfamiliar to a novice user. For example, as discussed above, the user may accidentallylose the ability to

generate a revocatio n certificate for a key. T his is particularlylikely for a user who was experimenting with PGP and generating a variety of test keys that they intend to delete. One wayto address this problemwo uld be to war n the user when he sends a key to a server that the infor mation being sent will be a permanent addition.

Accidentally revoking a key

Once the user revo kes a public key, the only wayto undo the revocation is to restore the keyring fro m a backup copy. PGP´s warning message for the revocation operation asks ^Are you sure yo u want to revoke this key? Once distributed, others will be unable to encr yp t data to this key.~ T his message doesn´t war n the user that, even if no distribution has taken place, a previous backup of the key ring will be needed if the user wants to undo the revocation. Also, it may contribute to the misco nception that revoking the key auto matically distributes the revocation.

Forgetting the pass phrase

PGP suggests that the user make a backup revocation certificate, so that if the pass phrase is lost, at least the user can still use that certificate to revoke the p ublic key. We agree that this is a useful thing to do, but we also believe that only expert users o f PGP will understand what this means and ho wto go about doing so (under PGP´s current design, this requires the user to create a backup of the key ring, revoke the public key, create another backup of the keyring that has the revoked key, and then restore the keyring fro mthe original backup).

Figure 4

Failing to back up the key rings

We see two problems with the way the mechanism for backing up the key rings is presented. First, the user is not reminded to back up the key rings until he or she exits PGPKeys; it wo uld be better to remind as soon as keys are generated, so as not to risk losing them to a system crash. Second, although the reminder message tells the user that it is important to back up the keys to so me medium other than the main hard drive, the dialog box for backing up presents the main PGP folder as a default backup location. Since mo st users will just click the ^Okay~ butto n and accept the default, this is not a good design.

4.6 Consistency

When PGP is in the process of encr ypting or signing a file, it presents the user with a status message that says it is currently^encoding.~ It would be better to say

^encr ypting~ or ^signing~, since seeing ter ms that explicitly match the operations being perfor med help s to create a clear mental model for the user, and introducing a third ter m may confuse the user into thinking there is a third operation taking place. We recognize that the use o f the ter m ^encoding~ here may simply be a programming error and not a design choice per se, but we think this is something that sho uld be caught b yusability-oriented product testing.

4.7 Too much information

In previous implementations of PGP, the supporting functio ns for keymanagement (creating key rings, collecting other people´s keys, constructing a ^web of trust~) tended to overshado wPGP´s simpler primar y functio ns, signing and encr yptio n. PGP 5.0 separates these functio ns into two applications: PGPKeys for key management, and PGPT ools for signing and encr yption.

T his cleans up what was previouslya rather jumbled collection of primar yand supporting functio ns, and gives the user a nice simple interface to the primar y functio ns. We believe, ho wever, that the PGPKeys application still presents the user with far too much infor mation to make sense of, and that it need s to do a better job of distinguishing between basic, inter mediate, and advanced levels of keymanagement activity so as not to over whelm its user s.

Currently, the PGPKeys display(see Figure 2) always sho ws the follo wing infor matio n for each key on the user´s key ring: o wner ´s name, validity, trust

level, creation date, and size. T he keytype is also indicated b ythe choice of icon, and the user can toggle the displayo f the signatures on each key. T his is a lot of infor matio n, and there is nothing to help the user figure out which parts of the displayare the most important to payattention to. We think that this will cause users to fail to recognize data that is immediately relevant, such as the key type; that it will increase the chances that they will assign wro ng interpretations to so me of the data, such as tr ust and validity; and that it will add to making users feel over whelmed and uncertain that theyare managing their security successfully.

We believe that, realistically, the vast majorityof

PGP´s users will be moving fro msending all of their email in plain text to using simple encr yption when theyemail so mething sensitive, and that they will be inclined to trust all the keys they acquire, because they are looking for protection against eavesdroppers and not against the sort of attack that wo uld tr yto trick theminto using false keys. A better design of

PGPKeys wo uld have an initial display configuratio n that concentrated on giving the user the correct model of the relationship between public and private keys, the significance of key types, and a clear understanding o f the functions for acquiring and distributing keys.

Remo ving the validity, tr ust level, creation date and size fro mthe displaywo uld free up screen area for this, and wo uld help the user focus on understanding the basic model well. So me security experts mayfind the do wnplaying of this infor mation alar ming, but the goal here is to enable users who are inexperienced with crypto graphyto understand and begin to use the basics, and to prevent confusion or frustration that might lead themto use PGP incorrectlyor not at all.

A smaller set of more experienced user s will probablycare more about the trustworthiness of their keys; perhaps these users do have reaso n to believe that the contents o f their email is valuable eno ugh to be the target of a more sophisticated, planned attack, or perhaps theyreally do need to authenticate a digital signature as co ming fro ma kno wn real world entity.

T hese users will need the infor matio n given b ythe signatures on each key. T heyma y find the validity and trust labels useful for recording their assessments of those signatures, or theymayprefer to glance at the actual signatures each time. It wo uld be worth while to allo wusers to add the validityand trust labels to the displayif they want to, and to provide easilyaccessible help for user s who are transitioning to this more sophisticated level of use. But this wo uld onlymake sense if the auto matic derivation of validity b yPGP´s built-in policywere turned off for these users, for the reasons discussed in Sectio n 4.4.

Keysize is reallyonlyrelevant to those who actually fear a cr yptographic attack, and could certainly be left as infor mation for the KeyProperties dialog, as could the creation date. Users who are sophisticated enough to make intelligent use of that infor mation are certainlysophisticated enough to go looking for it.

5 User test

5.1 Purpose

Our user test was designed to evaluate whether PGP 5.0 meets the specific usability standard described in

Section 2.3. We gave our participants a test scenario that was both plausible and appropriatelymotivating, and then avoided inter fering with their attempts to carry out the security tasks that we gave them.

5.2 Description

5.2.1 Test design

Our test scenario was that the participant had volunteered to help with a political campaign and had been given the job of campaign coordinator (the party affiliatio n and campaign issues were left to the participant´s imagination, so as not to offend anyone).

T he participant´s task was to send out campaign plan updates to the other members o f the campaign team b y email, using PGP for privacyand authentication. Since presumably volunteering for a political campaign implies a personal investment in the campaign´s success, we hoped that the participants wo uld be appropriatelymotivated to protect the secrecyof their messages.

Since PGP does not handle email itself, it was necessar yto provide the participants with an email handling programto use. We chose to give them

Eudora, since that wo uld allow us to also evaluate the success of the Eudora plug-in that is included with

PGP. Since we were not interested in testing the usability of E udora (aside fromthe PGP plug-in), we gave the participants a brief Eudora tutorial before starting the test, and intervened with assistance during the test if a participant got stuck on so mething that had nothing to do with PGP.

After briefing the participants on the test scenario and tutoring themo n the use of E udora, theywere given an initial task description which provided them with a secret message (a proposed itineraryfor the candidate), the names and email addresses of the campaign manager and fo ur other campaign team members, and a request to please send the secret message to the five team members in a signed and

encr ypted email. In order to complete this task, a participant had to generate a keypair, get the team members´ public keys, make their o wn public key available to the team members, type the (short) secret message into an email, sign the email using their private key, encr ypt the email using the five team members´ public keys, and send the result. In addition, we designed the test so that one of the team members had an RSA key while the others all had Diffie-

Hellman/DSS keys, so that if a participant encr ypted one copyof the message for all five teammembers

( which was the expected interpretation of the task), they wo uld encounter the mixed key types war ning message.

Participants were told that after acco mplishing that initial task, they should wait to receive email fro mthe campaign team members and follo wany instructions theygave.

Each of the five campaign team members was represented bya dummyemail acco unt and a keypair which were accessible to the test mo nitor through a networked laptop. T he campaign manager´s private keywas used to sign each o f the team members´ public keys, including her o wn, and all five o f the signed public keys were placed on the default keyser ver at

MIT , so that theyco uld be retrieved byparticipant requests.

Under certain circumstances, the test mo nitor posed as a member of the campaign team and sent email to the participant fro mthe appropriate dummy account. T hese circumstances were:

1. T he participant sent email to that team member asking a questio n about ho w to do so mething. In that case, the test monitor sent the minimally infor mative replyconsistent with the test scenario, i.e. the minimal answer that would n´t make that teammember seem ho stile or ignorant beyond the bounds of plausibility 3 .

2. T he participant sent the secret in a plaintext email.

T he test monitor then sent email posing as the campaign manager, telling the participant what

3 This aspect of the test maytrouble the reader in that different test participants were able to extract different amounts of information byasking questions in email, thus leading to test results that are not as standardized as we might like. However, this is in some sense realistic; P GP is being tested here as a utilityfor secure communication, and people who use it for that purpose will be likelyto ask each other for help with the software as part of that communication. We point out also that the purpose of our test is to locate extreme usabilityproblems, not to compare the performance of one set of participants against another, and that while inaccurately improved performance b ya few participants might cause us to fail to identifyso me usabilityproblems, it certainlywould not lead us to identifya problemwhere none exists.

happened, stressing the importance of using encr yption to protect the secrets, and asking the participant to trysending an encr ypted test email before going anyfurther. If the participant succeeded in doing so, the test mo nitor (posing as the campaign manager) then sent an updated secret to the participant in encr ypted email and the test proceeded as fromthe beginning.

3. T he participant sent email encr yp ted with the wrong key. T he test mo nitor then sent email posing as one of the teammemb ers who had received the email, telling the participant that the teammember was unable to decr ypt the email and asking whether the participant had used that team member ´s keyto encr ypt.

4. T he participant sent email to a teammember asking for that team member ´s key. T he test mo nitor then posed as that team member and sent the requested key in email.

5. T he participant succeeded in carr ying out the initial task. T heywere then sent a signed, encr ypted email fro mthe test mo nitor, posing as the campaign manager, with a change for the secret message, in order to test whether theycould decrypt and read it successfully. I f at that point theyhad not done so on their o wn, they received email pro mpting to remember to back up their key rings and to make a backup revocatio n certificate, to see if they were able to performthose tasks. If theyhad not sent a separatelyencr ypted ver sion of the message to the team member with the RSA key, theyalso received email fro mthe test mo nitor posing as that team member and co mplaining that he couldn´t decr ypt the email message.

6. T he participant sent email telling the team member with the RSA key that he sho uld generate a new keyor should up grade his copy of PGP. In that case the test mo nitor continued sending email as that team member, saying that he couldn´t or didn´t want to do those things and asking the participant to please tryto find a wayto encr ypt a cop ythat he could decrypt.

Each test sessio n lasted for 90 minutes, fro mthe point at which the participant was given the initial task description to the point when the test monitor stopped the session. Manuals for both PGP and Eudora were provided, along with a for matted flopp ydisk, and participants were told to use them as much as they liked.

5.2.2 Participants

T he user test was r un with twelve different participants, all of who m were experienced users of email, and none of who mco uld describe the difference between public and private key cr yptography prior to the test sessions.

T he participants all had attended at least so me college, and so me had graduate degrees. T heir ages ranged fro m20 to 49, and their professio ns were diversely distributed, including grap hic artists, programmer s, a medical student, ad ministrators and a writer. More detailed infor mation about participant selection and demo graphics is available in [18].

5.3 Results

We summarize the mo st significant results we observed fro mthe test sessio ns, again focusing on the usability standard for PGP that we gave in Sectio n 2.3. Detailed transcripts of the test sessions are available in [18].

Avoiding dangerous errors

T hree of the twelve test participants (P4, P9, and P11) accidentallyemailed the secret to the team members witho ut encr yption. T wo of the three (P9 and P11) realized immediately that theyhad done so, but P4 appeared to believe that the security was supposed to be transparent to himand that the encr yption had taken place. In all three cases the error occurred while the participants were tr ying to figure out the system b y exploring.

One participant (P12) forgot her pass phrase during the course of the test session and had to generate a new keypair. Participants tended to choose pass phrases that could have been standard passwords, eight to ten characters long and without spaces.

Figuring out how to encrypt with any key

One of the twelve participants (P4) was unable to figure out ho w to encr ypt at all. He kept attempting to find a way to ^tur n on~ encr yption, and at one point believed that he had done so b ymodifying the settings in the

Preferences dialog in PGPKeys. Another of the twelve

(P2) took more than 30 minutes 4 to figure out ho w to encr ypt, and the method he finallyfound required a reconfiguratio n of PGP (to make it displaythe

PGPMenu inside Eudora). Another (P3) spent 25

4 This is measured as time the participant spent working on the specific task of encrypting a message, and does not include time spent working on getting keys, generating keys, or otherwise exploring P GP and Eudora.

minutes sending repeated test messages to the team members to see if she had succeeded in encr ypting them( witho ut success), and finally succeeded onlyafter being pro mpted to use the PGP Plug-In buttons.

Figuring out the correct key to encrypt with

Among the eleven participants who figured out ho w to encr ypt, failure to understand the public key model was widespread. Seven participants (P1, P2, P7, P8, P9,

P10 and P11) used onlytheir o wn public keys to encr ypt email to the team members. Of those seven, onlyP8 and P10 eventuallysucceeded in sending correctlyencr ypted email to the teammembers before the end of the 90 minute test sessio n (P9 figured out that she needed to use the campaign manager´s public key, but then sent email to the the entire teamencr ypted onlywith that key), and theydid so onlyafter theyhad received fairlyexplicit email pro mpting fro mthe test mo nitor posing as the team members. P1, P7 and P11 appeared to develop an understanding that theyneeded the teammembers´ public keys ( for P1 and P11, this was also after theyhad received prompting email), but still did not succeed at correctlyencr ypting email. P2 never appeared to understand what was wrong, even after twice receiving feedback that the teammembers could not decrypt his email.

Another of the eleven (P5) so completely misunderstood the model that he generated key pairs for each teammember rather than for himself, and then attempted to send the secret in an email encr ypted with the five public keys he had generated. Even after receiving feedback that the team members were unable to decrypt his email, he did not manage to recover fro m this error.

Decrypting an email message

Five participants (P6, P8, P9, P10 and P12) received encr ypted email fro ma team member (after successfullysending encr ypted email and publicizing their public keys). P10 tried for 25 minutes but was unable to figure out ho w to decr ypt the email. P9 mistook the encr ypted message block for a key, and emailed the team member who sent it to ask if that was the case; after the test mo nitor sent a replyfro mthe teammember saying that no keyhad been sent and that the block was just the message, she was then able to decrypt it successfully. P6 had so me initial difficulty viewing the results after decr yption, but recovered successfullywithin 10 minutes. P8 and P12 were able to decrypt without anyproblems.

Publishing the public key

T en of the twelve participants were able to successfully make their public keys available to the teammembers;

the other two (P4 and P5) had so much difficulty with earlier tasks that theynever addressed keydistribution.

Of those ten, five (P1, P2, P3, P6 and P7) sent their keys to the keyserver, three (P8, P9 and P10) emailed their keys to the teammembers, and P11 and P12 did both. P3, P9 and P10 publicized their keys onlyafter being pro mpted to do so byemail fro mthe test monitor posing as the campaign manager.

T he primar ydifficultythat participants appeared to experience when attempting to publish their keys involved the ico nic representatio n of their keypairs in

PGPKeys. P1, P11 and P12 all expressed confusio n about which icons represented their public keys and which their private keys, and were disturbed bythe fact that theycould onlyselect the keypair icon as an indivisible unit; they feared that if they then sent their selection to the key server, they wo uld be accidentally publishing their private keys. Also, P7 tried and failed to email her public keyto the teammembers; she was confused b ythe directive to ^paste her keyinto the desired area~ of the message, thinking that it referred to so me area specificallydemarcated for that purpose that she was unable to find.

Getting other people´s public keys

Eight of the t welve participants (P1, P3, P6, P8, P9,

P10, P11 and P12) successfully got the teammembers´ public keys; all of the eight used the key ser ver to do so. Five of the eight (P3, P8, P9, P10 and P11) received so me degree of email pro mpting before they did so. Of the fo ur who did not succeed, P2 and P4 never seemed aware that they needed to get the teammembers´ keys,

P5 was so confused about the model that he generated keys for the team member s instead, and P7 spent 15 minutes tr ying to figure out how to get the keys b ut ultimately failed.

P7 gave up on using the key server after one failed attempt in which she tried to retrieve the campaign manager ´s public keyb ut got nothing back (perhaps due to mis-typing the name). P1 spent 25 minutes tr ying and failing to import a keyfrom an email message; he copied the keyto the clipboard but then kept tr ying to decrypt it rather than import it. P12 also had difficulty tr ying to import a key fro man email message: the key was one she alread yhad in her key ring, and when her copyand paste of the keyfailed to have any effect on the PGPKeys display, she assumed that her attempt had failed and kept tr ying. Eventuallyshe became so confused that she began tr ying to decr ypt the key instead.

Handling the mixed key types proble m

Four participants (P6, P8, P10 and P12) eventually managed to send correctlyencr ypted email to the team members (P3 sent a correctlyencr ypted email to the campaign manager, but not to the whole team). P6 sent an individuallyencr ypted message to each team member to begin with, so the mixed keytypes problem did not arise for him. T he other three received a reply email fro mthe test mo nitor posing as the team member with an RSA key, co mplaining that he was unable to decrypt their email.

P8 successfullyemplo yed the solutio n of sending that team member an email encr ypted onlywith his o wn key. P10 explained the cause of the problem correctlyin an email to that teammember, but didn´t manage to offer a solutio n. P12 half understood, initiallybelieving that the problemwas due to the fact that her o wn key pair was Diffie-Hellman/DSS, and attempting to generate herself an RSA keypair as a solutio n. When she found herself unable to do that, she then decided that maybe the problemwas just that she had a corrupt copyof that team member ´s p ublic key, and began tr ying in various ways to get a good copyof it. She was still tr ying to do so at the end of the test sessio n.

Signing an ema il message

All the participants who were able to send an encr ypted email message were also able to sign the message

(although in the case of P5, he signed using keypairs that he had generated for other people). It was unclear whether they assigned much significance to doing so, beyo nd the fact that it had been requested as part of the task description.

Verifying a signature on an email message

Again, all the participants who were able to decrypt an email message were b ydefault also verifying the signature on the message, since the only decr yption operation available to themincludes verification.

Whether theywere aware that they were doing so, or paid anyattention to the verification result message, is not so mething we were able to determine fro mthis test.

Creating a backup revocation certificate

We would have liked to kno w whether the participants were aware of the good reasons to make a backup revocation certificate and were able to figure out ho w to do so successfully. Regrettably, this was ver ydifficult to test for. We settled for direct prompting to make a backup revocation certificate, for participants who

managed to successfullysend encr ypted email and decrypt a reply(P6, P8 and P12).

In response to this pro mpting, P6 generated a test keypair and then revo ked it, witho ut sending either the keypair or its revocation to the keyserver. He appeared to think he had successfullyco mp leted the task. P8 backed up her keyrings, revoked her key, then sent email to the campaign manager saying she didn´t kno w what to do next. P12 ignored the prompt, focusing on another task.

Deciding whether to trust keys fro mt he key server

Of the eight participants who got the team members´ public keys, only three (P1, P6, and P11) expressed so me concern o ver whether they should trust the keys.

P1´s worr ywas expressed in the last five minutes of his test session, so he never got beyond that point. P6 noted aloud that the teammemb ers´ keys were all signed b ythe campaign manager ´s key, and took that as evidence that theycould be trusted. P11 expressed great distress o ver not kno wing whether or not she should trust the keys, and got no further in the remaining ten minutes o f her test session. None of the three made use of the validityand trust labeling provided byPGPKeys.

6 Conclusions

6.1 Failure of standard interface design

T he results seen in our case stud y support our hypothesis that the standard model of user inter face design, represented here b yPGP 5.0, is not sufficient to make co mp uter security usable for people who are not alreadykno wled geable in that area. Our twelve test participants were generallyeducated and experienced at using email, yet only one third of them were able to use

PGP 5.0 to correctlysign and encr ypt an email message when given 90 minutes in which to do so. Further more, one quarter of them accidentally expo sed the secret they were meant to protect in the process, bysending it in email theythought theyhad encr ypted but had not.

In Section 2.1, we defined usability for securityin ter ms of four necessar y qualities, which translate directlyto design priorities. PGP 5.0´s user inter face fails to enable effective security where it is not designed in accordance with those priorities: test participants did not understand the public key model well enough to kno w that theymust get public keys for people theywish to send secure email to; manywho kne wthat theyneeded to get a key or to encr ypt still had substantial difficulties in figuring o ut ho w to do so;

so me erroneouslysent secrets in plaintext, thinking that theyhad encr ypted; and many expressed frustratio n and unhappiness with the experience of tr ying to use

PGP 5.0, to the point where it is unlikely that they wo uld have continued to use it in the real world.

All this failure is despite the fact that PGP 5.0 is attractive, with basic operations neatlyrepresented by buttons with labels and icons, and pull-do wn menus for the rest, and despite the fact that it is simple to use for those who alread yunderstand the basic models of public keycr yp tographyand digital signature-based trust. Designing securitythat is usable enough to be effective for those who don´t alread yunderstand it must thus require so mething more.

6.2 Usability evaluation for security

Since usable securityrequires user inter face design priorities that are not the same as those o f general consumer so ftware, it likewise requires usability evaluation methods that are appropriate to testing whether those priorities have been sufficiently achieved. Standard usability evaluatio n methods, simplistically applied, maytreat security functions as if theywere primar y rather than secondar ygoals for the user, leading to faulty conclusio ns. A bodyo f public work on usabilityevaluation in a securityco ntext wo uld be extremely valuable, and will almost certainly have to come fro mresearch sources, since software developers are not eager to make public the usability flaws they find in their o wn products.

In our o wn wor k, which has focused on personal comp uter users who have little initial understanding of security, we have assigned a high value to learnability, and thus have found cognitive walkthrough to be a natural evaluation technique. Other techniques may be more appropriate for corporate or militar yusers, but are likely to need similar adaptation to the priorities appropriate for security. In designing appropriate user tests, it maybe valuable to look to other fields in which there is an established liability for consumer safety;

such fields are more likely to have a bodyof research on ho w best to establish whether product designs successfullypro mote safe modes o f use.

6.3 Toward better design strategies

T he detailed findings in our case stud ysuggest several design strategies for more usable security, which we are pursuing in o ur ongoing work. T o begin with, it is clear that there is a need to co mmunicate an accurate conceptual model of the securityto the user as quickly as possible. T he smaller and simpler that co nceptual model is, the more plausible it will be that we can

succeed in doing so. We thus are investigating pragmatic ways o f paring do wn security functio nality to that which is truly necessar y and appropriate to the needs of a given demograp hic, without sacrificing the integrityo f the security offered to the user.

After a minimal yet valid conceptual model of the security has been established, it must be co mmunicated to the user, more quickly and effectively than has been necessar yfor conceptual models o f other types o f software. We are investigating several strategies for accomplishing this, including the possibilityof carefully crafting interface metap hors to match security functio nality at a more demanding level of accuracy.

In addition, we are looking to current research in educational so ftware for ideas on ho wbest to guide users through lear ning to manage their security. We do not believe that ho me users can be made to cooperate with extensive tutorials, but we are investigating gentler methods for providing users with the right guidance at the right time, including ho w best to make use of war ning messages, wizards, and other interactive tools.

7 Related work

We have fo und ver ylittle published research to date on the problemo f usabilityfor security. Of what does exist, the mo st pro minent example is the Adage project

[12, 20], which is described as a system designed to handle authorizatio n policies for distributed applications and group s. Usabilitywas a major design goal in Adage, but it is intended for use b yprofessional systemad ministrators who alread ypossess a high level of expertise, and as such it does not address the problems posed in making securityeffectivelyusable bya more general populatio n. Work has also been done on the related issue of usability for safety critical systems [10], like those which control aircraft or manufacturing plants, but we may hope that unlike the users o f personal co mputer security, users of those systems will be carefully selected and trained.

Ross Anderson discusses the effects of user noncompliance on security in [1], and Don Davis analyzes the unrealistic expectatio ns that public-key based security systems o ften place on user s in [3].

Beyo nd that, we kno w only of one paper on usability testing of a database authenticatio n routine [8], and so me brief discussion o f the security and privacy issues inherent in co mputer supported collaborative work [16]. John Ho ward´s thesis [6] provides interesting analyses of the securityincidents reported to

CERT 5 between 1989 and 1995, but focuses more on

5 CERT is the Computer EmergencyResponse Teamformed bythe Defense Advanced Research P rojects Agency, and located at Carnegie Mellon University.

the types of attacks than o n the causes of the vulnerabilities that those attacks exploited, and represents only incidents experienced b yentities sophisticated enough to report themto CE RT .

Acknowledgements

We thank Robert Kraut for helpful advice on the design of our user test. T his publication was supported in part byContract No. 102590-98-C-3513 fromthe United

States Postal Service. T he contents of this publication are solelythe responsibility of the authors.

References

1. Ross Anderson. WhyCr yptosystems Fail. In

Communications of the ACM , 37(11), 1994.

2. Matt Bishop. UNIX Security: Threats and

Solutions . Presentation to SHARE 86.0, March

1996. At http://seclab.cs.ucdavis.edu/

~bishop/scriv/1996-share86.pdf.

3. Don Davis. Co mpliance Defects in Public-Key

Cr yptography. In Proceedings of the 6 th USENIX

Security Symposium , 1996.

4. T he Economist. The End of Privacy . May1, 1999, pages 21-23.

5. Simson Gar finkel. PGP: Pretty Good Privacy .

O´Reillyand Associates, 1995.

6. John D. Ho ward. An Analysis of Security Incidents on the Internet 1989-1995 . Carnegie Mellon

University Ph.D. thesis, 1997.

7. John, B. E., & Mashyna, M. M. (1997) Evaluating a Multimedia Authoring T ool with Cognitive

Walkthrough and T hink-Aloud User Studies. In

Journal of the American Society of Information

Science , 48 (9).

8. Clare-Marie Karat. Iterative UsabilityT esting o f a

Security Application. In Proceedings of the

Human Factors Society 33 rd Annual Meeting , 1989.

9. Stephen Kent. Security. In More Than Screen

Deep: Toward Every-Citizen Interfaces to the

Nation´s Information Infrastructure. National

Academy Press, Washingto n, D.C., 1997.

10. NancyG. Leveso n. Safeware: System Safety and

Computers . Addiso n-WesleyPublishing

Co mpany, 1995.

11. Jakob Nielsen. Heuristic Evaluatio n. In Usability

Inspection Methods , John Wiley& So ns, Inc.,

1994.

12. T he Open Group Research Institute. Adage System

Overview . Published on the web in July1998 at http://www.osf.org/www/adage/ relatedwork.htm

13. PrettyGood Privacy, Inc. PGP 5.0 Features and

Benefits . Published in 1997 at http://pgp.com/products/PGP50-fab.cgi

14. PrettyGood Privacy, Inc. User´s Guide for PGP for Personal Privacy, Version 5.0 for the Mac OS .

Packaged with software, 1997.

15. JeffreyRubin. Handbook of usability testing: how to plan, design, and conduct effective tests . Wiley,

1994.

16. HongHai Shen and Prasun Dewan. Access Control for Collaborative Environments. In Proceedings of

CSCW ´92 .

17. Cathleen Wharto n, John Rieman, Clayton Lewis and Peter Polson. T he Cognitive Walkthrough

Method: A Practioner´s Guide. In Usability

Inspection Methods , John Wiley& So ns, Inc.,

1994.

18. Alma Whitten and J.D. T ygar. Usability of

Security: A Case Study . Carnegie Mellon

University School of Co mp uter Science T echnical

Report CMU-CS-98-155, December 1998.

ftp://reports-archive.adm.cs.cmu.edu/

1998/CMU-CS-98-155.ps

19. Wogalter, M. S., & Young, S. L. (1994).

Enhancing war ning co mpliance through alter native product label designs. Applied Ergonomics , 25,

53-57.

20. Mar yEllen Zurko and Richard T . Simo n. User-

Centered Security . NewSecurity Paradigms

Workshop, 1996.