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There are dark clouds on the horizon, and an ominous deep rumble 
shaking the windows. What we have carefully ignored for so many 
years may soon be destroying all we hold dear. Of course, I am not 

writing about the weather…

On May 27, a US Department of Defense committee reported [1]:

…that the cyber threat is serious and that the United States cannot be confident that 
our critical Information Technology (IT) systems will work under attack from a 
sophisticated and well-resourced opponent utilizing cyber capabilities in combination 
with all of their military and intelligence capabilities (a “full spectrum” adversary).

Most news reports focused on the loss of technology to the Chinese [2], but this was not the 
top finding of this committee. Their point was that US defense capabilities rely on networks 
of systems, and these systems are not, and cannot easily be, made secure.

Security Debt
In this issue, Dan Geer and Chris Wysopal write about security debt. Their concept is that 
all software has flaws when released, and as software is patched and upgraded over time, 
the number of flaws tends to grow. These flaws can be thought of as a debt that needs to be 
repaid over time, as the software matures.

Security debt refers specifically to those flaws that will be exploited maliciously. If you 
look at the graphs in Figure 2 on page 63, you can see that five of the most popular applica-
tions have security debt that is building over time, with the sum of these debts appearing to 
approach exponential growth.

Bilge and Dumitras, using a database of binary signatures collected from millions of 
 Windows systems, show that beyond the visible debt of disclosed vulnerabilities, there is 
also the undisclosed threat of zero-days. Zero-days are vulnerabilities that are actively 
being exploited but have not been announced, and the average amount of time that zero-
days were exploited as reported in this research is astounding. And keep in mind that the 
technique they used to detect binary exploits is prone to false negatives, so the numbers are 
likely much worse.

Some of my friends in the security business, as well as the US Congress, had been  talking 
about legal measures that might be used to improve the state of security. Mike Scher, a 
friend, security geek, and a lawyer, agreed to write an article accessible to non-lawyers about 
the current state of software liability (page 26). My take based on Scher’s cogent analysis is 
that we had better work on other approaches. Radical approaches.

Arrakis
Simon Peter and Tom Anderson write about Arrakis, an operating system designed to pro-
vide application stacks with direct access to devices designed to be multiplexed among VMs. 
But Arrakis isn’t a hypervisor, and the application stacks are not the same as VMs. Instead, 
Arrakis sets up containers for application stacks as well as arranging access to devices, 
such as NICs that have multiple queues that can be allocated to specific applications. Peter 
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expects that we will soon see block devices, first SSDs and later 
hard disks, that work similarly.

You might wonder what Arrakis has to do with security, but 
Arrakis reduces the software stack between applications and 
devices. Arrakis also makes use of features such as extended 
page tables so that different parts of an application can share 
the same address space, but also be better isolated: for example, 
Web browser tabs. Arrakis also puts applications in charge of 
sharing information that they own, as they both control and 
manage that information.

Jon Howell and fellow researchers have been taking a different 
approach. Although Jon wasn’t able to write for this issue, he has 
plans to do so in the future. In the meantime, you may want to 
look at “Embassies,” his NSDI paper [3] (summaries in this issue 
and online) and “How to Run POSIX Apps in a Minimal Picopro-
cess” [4], his ATC ‘13 paper. Jon has taken the work that started 
with Xax [5], designed to run desktop applications within a Web 
browser, and taken this notion much further. In Xax, libraries 
and applications required extensive rewriting before they could 
be run securely. In their latest work, Jon and his co-authors have 
created POSIX libraries and an emulator that allows desktop 
applications, such as the Gimp, Inkscape, and Abiword, to run 
within a picoprocess that requires only minimal support from an 
operating system.

This work takes away the ability of applications to make most 
system calls from libc (which does this for most applications), 
replacing many calls with emulations or simply stubs. They 
emulate most operating system services and rely on only a few 
actual system calls: allocating memory, network communica-
tions, getting time, and the ability to copy bits to a framebuffer 
and receive input events. This tremendously narrows the inter-
face to the operating system and most system resources. For 
example, there is no direct access to the file system. This system 
relies on reading or writing files over the network interface. In 
Embassies, a picoprocess running a Web browser tab is not given 
full network access, but is only allowed access to the origin of the 
tab. These limitations, although imposed by software, do a lot to 
limit the access of exploited or malicious applications to both the 
local system and other systems.

I really like the idea behind this research: that applications 
can be run with minimal operating system support, in isola-
tion. Instead of the 330 plus Linux system calls, only a handful 
are needed. Instead of running a LAMP stack within a VM on 
top of a hypervisor, you just run LAMP in a container, as Peter 
describes in his Arrakis article.

The Lineup
Of course, there is a lot more in this issue than what I’ve already 
mentioned. Abe Singer and Warren Anderson have spent years 
researching both the usability of passwords and methods for 

measuring the entropy of passwords that can be created when 
limited by password policies. Abe and Warren (page 14) take 
a close look at how current password policies actually make 
security worse, and suggest ways to improve password security. 
Along the way, they examine the myths that have lead to the 
password polices most commonly used today.

I interviewed Bill Cheswick, focusing on his work in security. 
Ches was already running a firewall for AT&T when the Morris 
worm appeared (November 1988), making his the earliest known 
firewall. He later went on to co-author the first book about fire-
walls, as well as found a company to map out intranets. Getting 
back to the concerns of the US DoD that I began this article with, 
I imagine that they could really use some of the technology that 
Ches helped develop for spotting “leaks” in networks.

David Lang begins a series about logging with an article about 
setting up logging for enterprises. Even if you don’t have mul-
tiple datacenters, David presents a logging architecture that 
makes sense for organizations that have more than a handful 
of systems to monitor. I like his tiered system approach and the 
way it separates groups of systems by task, allowing upgrad-
ing or changes to the logging infrastructure without having to 
rebuild from scratch.

I met Bin Fan during the first NSDI ‘13 poster session. Fan was 
enthusiastically explaining cuckoo filters, which he used in his 
accepted paper at NSDI. Cuckoo filters have properties that 
make them more suitable than the more familiar Bloom filters 
for applications that require the ability to delete items in a set 
and need a low probability of false positives. Fan and his col-
leagues explain the advantages of cuckoo filters, as well as shar-
ing the software testbed he used to generate his data.

Wyatt Lloyd and co-authors explain causal consistency in their 
article. Wyatt had presented Eiger, a noSQL database, at NSDI 
‘13, and I was interested in having the authors tell us more about 
why they think that causal consistency might be better than 
some of the many other consistency models for distributed and 
replicated systems.

David Blank-Edelman, taking a page from Ruby, suggests that 
readers of his column “git smart.” David explores various Perl 
modules that may increase your enjoyment of the Git source 
code management tool, through graphs, reports, and managing 
multiple Git repositories.

Dave Beazley explains how a bug that appeared in Python 3.3, 
in the Python package he supports, the PLY parser generator, 
came from a security-related change in the Python dictionary 
implementation. Dave explains how dictionaries work under the 
covers, and suggests ways to reduce the size of data structures 
that either use dictionaries or optionally use dictionaries. The 
bottom line is that if you use Python dictionaries, objects, or 
even modules, you will want to read his column.
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Dave Josephsen has been playing with inotify(7), the group 
of Linux system calls used for monitoring file system events. 
Whereas you might have used dnotify in the past, Dave explains 
why you want to use inotify instead, and provides an online 
example C program to show you how.

I’ve already mentioned Dan Geer and Chris Wysopal’s For  
Good Measure column about the danger of accumulating soft-
ware debt.

Robert Ferrell has written about a number of topics this time, 
including the modern job interview, loadable cranial modules, 
tiny devices, and software updating. As always, Robert is looking 
toward a future that is both more secure and more sane.

Elizabeth Zwicky has written five book reviews this month. 
She begins with a book on building real systems that deals with 
the interface between marketing and programmers. Speaking 
of real, she then reviews an insightful collection of essays that 
deal with “bad data,” i.e., data analysis in the real world. Next, 
she looks at a book that promises Data Insights but doesn’t really 
deliver. She then turns her eye on Generation Blend, and finishes 
with a book on nighttime digital photography.

Mark Lamourine starts out with a book called Hacker’s Delight, 
which is for hackers in the original sense of the word. He then 
takes a look at a book on Dart, a JavaScript replacement, and fin-
ishes with a book on Arduino-based distributed network sensors.

I reviewed Mike Lucas’ second edition of Absolute OpenBSD, 
a good book to have if you plan on trying OpenBSD. BSDs in 
general are quite different from the Linux systems most people 
are familiar with, and Mike’s detailed presentation really helps 
bridge that gap.

This issue also includes summaries of NSDI ‘13 presentations.

For many years, I’ve been writing about how poorly our current 
architectures function when it comes to building secure sys-
tems. There are many good reasons for this, the top ones being 

ease of programming and ease of use. Until we have system 
architectures that provide security by default, and that support 
much of the software and programming environments that peo-
ple are already familiar with, we will continue to use insecure 
systems. I’ve mentioned some ideas in this column that I believe 
will lead us closer to the goal of secure systems, but right now, 
the storm is almost upon us.
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